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Information Regarding Compliance, Privacy & Infrastructure
1. Cloud Computing for Healthcare Information
Healthcare organizations, as well as other businesses newly responsible for managing
healthcare information Post-Covid, are increasingly using cloud platforms to personalize
care programs, analyze large datasets more effectively, and share medical knowledge.
Leveraging cloud platforms can also help organizations increase the privacy and security
of their information systems, and, as a result, better comply with applicable laws and
regulations while reducing the burden of compliance.

2. HIPAA
The Health Insurance Portability and Accountability Act of 1996 (HIPAA)sets standards in
the United States to protect individually identifiable health information. The HIPAA
Privacy Rule requires entities dealing with healthcare information, and their business
associates, to safeguard the privacy of Protected Healthcare Information (PHI) handled in
any medium. Also, the HIPAA Security Rule obligates them to protect the confidentiality,
integrity, and availability of the PHI they create, receive, maintain, or transmit
electronically with administrative, physical, and technical measures.
For more information on HIPAA, please read here.

3. CLEARED4 Partnership with Google
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To enable CLEARED4 (C4) to provide the best and most compliant product to its
customers, C4 has partnered with Google Cloud Platform Services. As an
industry-leading cloud service provider (CSP), Google’s Cloud Platform (GCP) enables
organizations to realize the benefits of cloud computing, and stay on track with HIPAA
compliance efforts.

4. Privacy
a. Privacy Protection from CLEARED4
Your privacy is important to CLEARED4. We have developed an in depth Privacy
Statement so you know how we collect, use, disclose, transfer and store your
information. CLEARED4 takes strict security measures to help protect against loss,
misuse, unauthorized access, and unauthorized disclosure or alteration of the Personal
Information under its control.
If you have reason to believe that your interaction with us is no longer secure, please
immediately notify us at support@cleared4.org.
To learn more about CLEARED4’s Privacy Practices, please read our Privacy Statement
here.

b. Privacy Protection from Google Cloud Services
At Google Cloud, the privacy and security of customer data are primary design criteria
that underpin all the services that they offer. Given the sensitive nature of
individually-identifiable health information and other types of personally identifiable
information (PII), the protection of healthcare data and the systems it resides on is of
critical importance.
While Google helps with support for regulations like the Health Insurance Portability and
Accountability Act of 1996 (HIPAA) and the General Data Protection Regulation (GDPR),
they also understand that at the core, customers want assurances around how Google
will use, process, and handle customer data.
At Google Cloud, they believe that trust is created through transparency, and Google
wants to be transparent about their commitments, and what you can expect when it
comes to protecting and managing your data in the cloud. Google’s commitment to
protecting the privacy of your data and your customers’ data is articulated in their Google
Cloud Trust Principles, below;
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i.

Encryption

Google Cloud offers built-in data protection at scale, designed to protect your
organization from intrusions, thefts and attacks. Customer data stored in Google Cloud is
encrypted at rest by default, and in transit, on Google Cloud.
End user (Internet) to C4 Servers:
●

All Internet traffic between end users and the C4 servers use HTTPS

Stored data
●

All data is encrypted before it is written to disk with 256- bit AES and each
encryption key is itself encrypted with a regularly rotated set of master keys.

For more information on Google Cloud’s Encryption, please read these documents;
●

Encryption in Transit in Google Cloud
https://cloud.google.com/security/encryption-in-transit/resources/encryption-in-tra
nsit-whitepaper.pdf

●

Encryption at Rest in Google Cloud Platform

https://cloud.google.com/security/encryption-at-rest/default-encryption/
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●

How Google Uses Encryption to Protect Your Data
https://storage.googleapis.com/gfw-touched-accounts-pdfs/google-encryption-whi
tepaper-gsuite.pdf

ii. Authentication
When employees and visitors attempt to login, they receive either a SMS or email with a
URL that is unique for them.
This is a 17-character string, such as in the following example:
https://c4wrk.com/UVWXYZuvwxyz12345
Such strings are created by base62-encoding randomly generated 96-bit numbers. This
prevents the URLs from being guessed and crawled, which can potentially expose the
employees pass or filling out the symptom checker.
When the URL is opened over SSL/HTTPS, the user is authenticated. This process
restricts access to only the data required in the database, such as access to saved results
from the symptom checker and/or necessary uploaded images. These view accesses are
required to produce the pass showing the employee is cleared.
Administrators and managers logging into the Client Site use two-factor authentication.
Email or phone number as username, and a strong password + a one-time-code sent to
SMS.
Google only uses official Firebase Authentication providers.

iii. Audit Logs
We use Google’s Cloud Audit Logs for logging of admin activity, data access and system
events, and we also log activity in the client web site.
Admin Activity
Admin Activity audit logs contain log entries for API calls or other administrative actions
that modify the configuration, metadata or permissions of resources.
Data Access
Data Access audit logs contain API calls that read the configuration or metadata of
resources, as well as user-driven API calls that create, modify, or read user-provided
resource data. In addition to the built-in Google Data Access Logs, we also have
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implemented logs for activity in the C4 Client Site, as well as REST API calls. This is a
HIPAA requirement.
System Events
System Event audit logs contain log entries for Google Cloud administrative actions that
modify the configuration of resources. System Event audit logs are generated by Google
systems; they are not driven by direct user action.

iv. Google Privacy Products
Google also has a full line of privacy products that allows users to customize certain
levels of privacy. Google Cloud products like Cloud Key Management Service (KMS)
allows customers to manage cryptographic keys for their cloud services, while other
products, like Access Transparency, enable users to review logs of actions taken by
Google staff when accessing customer data. Google also created the Google Cloud
Healthcare Data Protection Toolkit; a series of scripts and procedures that walk you
through the process of setting up the required controls needed for various data privacy
obligations.
For more information on Cloud Key Management Service, please read here.
For more information on Access Transparency, please read here.
For more information on Google Cloud Healthcare Data Protection Toolkit, please read
here.
For more information on how Google Defines Customer Data, please read here.

v. Google Privacy Teams
Google also has a privacy team which participates in every product launch, reviewing
design documentation and performing code reviews to ensure that privacy requirements
are followed. They help ensure that their Google Cloud products and services always
reflect strong privacy standards that protect you and your customers.
Learn more about how Google protects the privacy of your employees and customers by
keeping you in control, maintaining and continually evolving security features, complying
with data protection laws, and helping you take advantage of aggregated data and
machine learning.
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For a complete Overview of Google’s Privacy Practices, please read both here and
here.

5) Infrastructure
The Google Cloud Infrastructure used by CLEARED4WORK doesn’t rely on any single
technology to make it secure. Google’s stack builds security through progressive layers
that deliver true defense in depth.

a. Architecture Overview
Google’s Cloud Platform is built upon Google’s cutting-edge architecture that handles the traffic
and workload of all Google Cloud users. Below are 5 important aspects of that architecture:

i.

Web Sites

The Web pages opened by the Dynamic Links sent with SMS or email to employees and
visitors, are hosted by Firebase Hosting. ‘Firebase’ is highly scalable and serverless,
backed by SSD storage and a global CDN (content delivery network).
The Client website is used by the employer. Admin/Manager users can log-in using
2-factor authentication. This is also hosted by Firebase Hosting. ‘Firebase’ is highly
scalable and serverless, backed by SSD storage and a global CDN (content delivery
network).
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ii.

Cloud Storage

Images and other static files are stored in Firebase Cloud Storage. All files are stored
with fully HIPAA compliant encryption and with multi-regional data replication. Cloud
Storage integrates with Firebase Authentication for access control.
Images are resized with Firebase Cloud Functions using an official Firebase Extension.
ML Kit for Firebase is used for text recognition in images.
iii.

Database

The database Google uses is Google Firestore. Firestore is a fully encrypted HIPAA
compliant no-SQL database. It is a highly scalable database with multi-regional data
replication, strong consistency guarantees, atomic batch operations, and real transaction
support. Google designed Cloud Firestore to handle the toughest database workloads
from the world's biggest apps. It can handle up to 1.000.000 concurrent users.
Permissions are implemented with Firebase Security Rules so data access is restricted
on a document level.
To read more about Firebase Security Rules, please read here.
iv.

Cloud Functions

Firebase Cloud Functions are used for both synchronous and asynchronous triggers and
functions. It’s also used for the REST API’s.
v.

SMS and email

Emails are sent with SendGrid and SMS are sent using Twilio, now also owned by
SendGrid.
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c. 6 Step Multi-Layered Infrastructure Security Strategy

i.

Operational & Device Security

Google develops and deploys infrastructure software using rigorous security practices.
Its operations teams detect and respond to threats to the infrastructure from both
insiders and external actors, 24/7/365.
ii.

Internet Communication

Communications over the Internet to Google’s public cloud services are encrypted in
transit. The network and infrastructure have multiple layers of protection to defend
customers against denial-of-service attacks.
For more information on Google Cloud’s Encryption, please read these documents;
● Encryption in Transit in Google Cloud
● How Google Uses Encryption to Protect Your Data
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iii.

Storage Services

Data stored on Google’s infrastructure is automatically encrypted at rest and distributed
for availability and reliability. This helps guard against unauthorized access and service
interruptions.
To learn more about ‘Encryption at Rest’, please read here.

Service Identity and Access Management:The infrastructure provides service identity, automatic mutual authentication,
encrypted inter-service communication and enforcement of access policies defined by the service owner.

iv.

Identity

Identities, users, and services are strongly authenticated with multiple factors. Access to
sensitive data is protected by advanced tools like phishing-resistant Security Keys.
For more information on Titan Security Keys, please read here.
v.

Service Deployment

Any application that runs on Google infrastructure is deployed with security in mind.
Google does not assume any trust between services, and they use multiple mechanisms
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to establish and maintain trust. Their infrastructure was designed to be multi-tenant from
the start.
vi.

Hardware Infrastructure

From the physical premises to the purpose-built servers, networking equipment, and
custom security chips to the low-level software stack running on every machine, Google’s
entire hardware infrastructure is Google-controlled, -secured, -built, and -hardened.
To learn more about Google Infrastructure Security Design, please read here.

d. Data Centers
Google data centers feature a
layered security model with
custom-designed electronic access
cards, alarms, vehicle access
barriers, perimeter fencing, metal
detectors, and biometrics. The data
center floor features laser beam
intrusion detection. Google’s data
centers are monitored 24/7 by
high-resolution interior and exterior
cameras that can detect and track
intruders. Only approved
employees with specific roles may enter. Fewer than one percent of Googlers will ever
step foot in one of our data centers.
C4 uses Google's US multi regional location. All data is synchronized in real time
between data centres. This means if one location goes down due to a fire or earthquake,
the other location takes over immediately. C4 uses the nam5 US Location. More
information can be found here.
i. Continuous Availability
Google’s infrastructure underpins how Google Cloud delivers services that meet high
standards for performance, resilience, availability, correctness, and security. Design,
operation, and delivery all play a role in making services continuously available.
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6. Compliance

a. Third-Party Audits and Certifications
Moving to the cloud means protecting sensitive workloads while achieving and
maintaining compliance with complex regulatory requirements, frameworks, and
guidelines. Google Cloud’s industry-leading security, third-party audits and certifications,
documentation, and legal commitments all help support your compliance.

Google products regularly undergo
independent verification of their security,
privacy, and compliance controls, achieving
certifications, attestations of compliance, and
audit reports against standards around the
world to earn your trust. They have also
created resource documents and mappings
against frameworks and laws where formal
certifications or attestations may not be
required or applied.

Google Cloud protects your sensitive data and helps you maintain compliance with
numerous requirements across various domains, geographies, and workloads. Google
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Cloud is also HITRUST-CSF-certified and meets ISO/IEC 27000-series standards, among
many others.
To learn more about Google’s Global Compliance Offerings, please read here.

b. 12 Most Commonly asked Questions Regarding Healthcare
Compliance and Google’s Cloud Services.
i.

Where should I begin?

We encourage organizations to read the commitments Google has made to protecting
the privacy of your data and your customers’ data, which are detailed in the Google
Cloud Trust Principles. We understand that the privacy of your data, as well as your
customers’ health information is of paramount importance to you. At Google they build
privacy into their products from the earliest stages, and continually evolve them.
Google also articulates its commitments in their Data Processing and Security Terms
(DPST); and undergos regular independent, third-party audits to verify these protections.
In addition to the legal commitments outlined in the DPST, customers who are subject to
HIPAA and want to use Google Cloud for their business purposes involving personal
health information (PHI), must also enter into a Business Associate Agreement (BAA) with
Google that covers specific Google Cloud products and services.
To learn more about Data Processing and Security Terms, please read here.
To learn more about the BAA, please read here.
To view CLEARED4’s BAA with Google, please access here.
Your data is critical to your business, and you take great care to keep it safe and under
your control. We want you to feel confident that taking advantage of CLEARED4, and
Google’s Cloud Platform, doesn't require you to compromise on security or control of
your business's data. We believe that trust is created through transparency, and we want
to be transparent about our commitments and what you can expect when it comes to our
shared responsibility for protecting and managing your data in the cloud.
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ii.

How does the security, privacy, and compliance of Google Cloud
compare to my existing on-premise environment?

Google runs on the same infrastructure that they make available to all of their customers. As a
result, your organization can directly benefit from the security investments and protections that
Google uses to protect their own services.
While various organizations have varying levels of IT expertise and resources, Google has highly
dedicated and experienced security and privacy teams who are part of their software
engineering and operations division. These teams provide project-specific consulting services to
Google's product and engineering teams, monitor for suspicious activity on Google's networks,
address information security threats, perform routine security evaluations and audits, and engage
outside experts to conduct regular security assessments.
Google’s security and privacy practices are backed by several independent third-party audits that
are performed on a regular basis to provide you with the assurance that the controls Google has
put in place actually protect your data.

iii.

How are security and privacy responsibilities shared between
Google Cloud and other organizations?

Google Cloud and its customers share responsibilities for managing the IT environment,
including those related to security and compliance. In a traditional on-premise IT
environment, all of these responsibilities would have to be managed by the user.
Therefore, shared responsibility enables customers to allocate resources more
effectively by reducing the amount of effort needed to provision and support their IT
environment. Shared responsibility does not remove the accountability and risk from
customers using Google’s services, but it does help relieve some of the burden as
Google manages and controls system components and physical control of facilities.
Google’s role in the Shared Responsibility Model includes providing services on a highly
secure and controlled platform and offering a wide array of features that customers can
tailor to their needs. While Google Cloud provides secure and compliant offerings, the
customer must ensure that the environment and applications that it builds on top of
Google Cloud are properly configured and secured according to their design
requirements and compliance needs.
For more information on Google’s security features, please refer to the Trust and Security
page or view Google’s Security Whitepaper.
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iv.

Will my healthcare data be used by Google (or anyone else) if I
choose to store it on Google Cloud?

Customers own their data, not Google; therefore, you decide how your data will be used
on Google Cloud. At Google Cloud, they commit to never using your data for any
purpose other than those necessary to fulfill their contractual and legal obligations. In
addition, they’ve designed their systems to limit the number of employees that have
access to customer data and to actively monitor the activities of those employees.
Access to internal support tools is controlled via Access Control Lists (ACLs) and access
authorization is enforced at all relevant layers of the system. To learn more, refer to
Google’s Access Control Guide. Google takes Google Cloud Trust Principles very
seriously, and commits to them in their Data Processing and Security Terms (DPST).
As part of Google's long-term commitment to transparency and user trust, they provide
Access Transparency, a feature that enables customers to review logs of actions taken
by Google staff when accessing customer data. For products integrated with Access
Transparency, customers have the ability to view logs that capture when, how, and why
our administrators access customer data.
To learn more about Google’s Access Control Guide, please read here.
To learn more about Access Transparency for Google Cloud, please read here.
Additionally, Google will retain, return, destroy, or delete customer data in accordance
with the contract or service level agreements. To learn what happens when customer
data is deleted in Google Cloud and how long it takes to complete Google’s Data
Deletion Process please refer to the Data Deletion on Google Cloud Whitepaper which
you can access, here.
v.

How can I control who has access to my healthcare data?

Customers using Google Cloud can configure Cloud IAM permissions to control access to their
cloud resources and limit access by their own administrators, curating the right amount of access
at the project, folder or dataset level. This includes an extensive list of permissions and the
predefined roles that grant them. You can also create your own custom roles that contain exactly
the permissions you specify.
To help mitigate risks such as the misconfiguration of employee access controls or attackers
taking advantage of compromised accounts, VPC Service Controls enables customers to define a
security perimeter around Google Cloud resources, such as Cloud Storage, BigQuery, or Cloud
Bigtable to prevent data exfiltration. Identity-Aware Proxy (IAP) enables customers to control
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access to cloud applications and VMs based on the user’s identity and the context of their
request. Customers can also control who has access to their Cloud Storage buckets and objects
as well as the level of access.
To learn more about Access Control, please read here.

vi.

What about Google access to my healthcare data?

As stated above, Google Cloud is explicit in its commitment to customers: you own your data, and
Google will never use it for any purpose other than those necessary to fulfill their
contractual/legal obligations. Google’s internal data access processes and policies are designed
to prevent unauthorized persons and/or systems from gaining access to systems used to process
personal data. Google employs a centralized access management system to control personnel
access to production servers, and only provides access to a limited number of authorized
personnel.
For more information on Google Security, please read here.

vii.

How does Google safeguard my health data from unauthorized
access?

The customer contract describes and governs Google’s access to customer data. There are
three ways customer data may be accessed in Google Cloud: 1) Direct Customer Access, 2)
Google Support or Administrator Access, and 3) Google Cloud Service Access.
Google has three types of controls in place to ensure that each of these access pathways
function as intended:
Customer Authorization: When services access data on behalf of a customer, they perform
authorization checks to ensure the customer has appropriate permissions before proceeding.
Google Administrator Authorization: For services integrated with Access Transparency, Google
uses a tool to validate that the business justification presented for access is valid, and log the
justification to Access Transparency Logs.
For some customers, even greater control is required. In this case, it may make sense to manage
access by Google personnel on your own, and require your explicit approval every time your
customer data is accessed. For this reason, Google developed Access Approval2 - a product that
allows you to require your explicit approval whenever Google support and engineering need to
access your customer data. It is important to note that there are a number of actions by Google
that will not trigger an access approval request. Among these actions include access to
lower-level storage systems designed to create access transparency logs.
Service Authorization: When the service accesses your data, Google uses technologies like
Binary Authorization to validate the provenance and integrity of the software. Google Cloud
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service access is used in specific scenarios and must be authenticated and authorized to access
data.
To learn about how Google verifies Code Provenance and Implements Code Identity, please
read here.
To learn more about Google Cloud Service Accounts, please read here.

viii.

Can I choose where my health data is stored and where users
can access it from?

Yes. Google Cloud provides you with the ability to control where your data is stored.
Google Cloud provides services in locations across North America, South America,
Europe, Asia, and Australia.
To learn more about Geography and Regions, please read here.
To learn more information on the specific Google Cloud resources available within each
location, please read here.
To learn more on Google Cloud’s Data Location Commitments, please read here.
Enterprises with data residency requirements can set up a Resource Locations policy
that constrains the location of new resources for their whole organization or individual
projects.
ix.

What security measures does Google implement to protect my
health data?

As more and more health information becomes digitized in an effort to provide better,
more individualized care for patients, the need to protect the security, confidentiality, and
integrity of such highly sensitive data has never been more important. Using the
principles of "defense in depth," Google has created an IT infrastructure that is more
secure and easier to manage than more traditional technologies. Google
custom-designed their servers, proprietary operating system, and geographically
distributed data centers.
To learn more about Google’s “Defense in Depth” practices, please read here.
In order to protect your health data, Google encrypts data at rest and encrypts data in
transit, by default. The type of encryption used depends on the OSI layer, the type of
service, and the physical infrastructure component. By default, Google encrypts and
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authenticates all data in transit at one or more network layers when data moves outside
physical boundaries not controlled by or on behalf of Google.
Google offers several options for encryption key management. A fully managed
encryption key service is provided by default that manages server-side encryption keys
for customers; no setup or configuration is required. Google also provides options for
customers to supply their own keys and to fully manage their own encryption keys. Cloud
Key Management System (KMS) is the service we provide for customers who choose to
fully manage their own encryption keys.
Customers with stringent requirements for key storage can use Cloud Hardware Security
Modules (HSMs), which allow customers to host encryption keys and perform
cryptographic operations in FIPS 140-2 Level 3 certified HSMs.
Additionally, Google offers cutting-edge security tools to help customers manage their
environments. For example, the Security Command Center for Google Cloud brings
actionable insights to security teams, and VPC Service Controls help to establish virtual
security perimeters for sensitive data.
To learn more about Google’s Security Products and Capabilities, please read here.
x.

What other products and features can my organization leverage to
protect the data processed on Google Cloud?

Clear4Work and Google understand that healthcare data often includes sensitive,
personally-identifiable data. Even more, advancements in genomic data research can
often reveal particularly sensitive insights into information such as if a set of patients is
more likely to be predisposed to certain diseases.
In some situations, de-identification can be an effective way for researchers, data
scientists, healthcare and other organizations, to protect patient privacy. Google has
developed several tutorials for performing data de-identification on Google Cloud using
the Cloud Healthcare API and Cloud Data Loss Prevention. Examples will cover and
include medical images (including a deeper step-by-step example), clinical data, and
other types of healthcare data.
To learn more about Using the Cloud Healthcare API to de-identify medical images,
please read here.
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xi.

How can the Google Cloud Healthcare Data Protection Toolkit
help my organization confidently and quickly set up a secure
workload on Google Cloud?

The Cloud Healthcare and Life Sciences team has created the Google Cloud Healthcare
Data Protection Toolkit; a series of scripts and procedures that provide an end-to-end
framework for deploying your entire organizational structure including central devops,
auditing, monitoring, and data hosting projects. It is an automation framework for
deploying Google Cloud resources to store and process healthcare data, including
protected health information.
Google offers a tutorial for organizations with healthcare data who are getting started
with Google Cloud and looking for an example of how to configure a Google Cloud
infrastructure for data storage, analytics, or application development. This setup includes
many of the security and privacy best-practice controls recommended for healthcare
data, such as configuring appropriate access, maintaining audit logs, and monitoring for
suspicious activities.
Healthcare, and other organizations, can use the Data Protection Toolkit to build HIPAA,
GxP, GDPR, and other relevant compliance requirements and guidelines into templates to
ensure that resources are deployed appropriately from the beginning of a project. Once
these templates are created, they can be duplicated and reproduced across various
deployments pertaining to data hosting and analysis, GxP, research & development,
medical devices, genomics, and other healthcare scenarios.
For more information and a tutorial on The Google Cloud Healthcare Data Protection
Toolkit, please read here.
xii.

Which parts of Google Cloud’s Enterprise Compliance program
are relevant to healthcare and life sciences organizations?

It is important for healthcare and other organizations around the world to comply with
regulations pertaining to the protection of patient, health, and other medical data and
information. Google Cloud undergoes several independent third-party audits on a regular
basis to provide this assurance to you. Some of the compliance requirements supported
include:
HIPAA: The Health Insurance Portability and Accountability Act of 1996 (HIPAA) is a
federal law that establishes data privacy and security requirements for organizations that
are charged with safeguarding individuals' protected health information (PHI). These
organizations meet the definition of “covered entities” or “business associates” under
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HIPAA. Many more companies will meet this definition when they begin accumulating
employee health data.
Customers who are subject to HIPAA and want to use Google Cloud to process
Protected Health Information (as defined in HIPAA) must enter into a BAA with Google
that covers specific Google Cloud products and services. The BAA is an important
contractual agreement that, among other things, prohibits business associates from using
or further disclosing personal health information (PHI) other than as allowed by the
written agreement or as mandated by law. The BAA also requires the business associate
to implement appropriate safeguards to prevent improper use or disclosure PHI.
(Conveniently for CLEARED4’s (C4) clients, C4 already has a BAA in place with Google,
allowing C4’s clients to enjoy all necessary HIPPA requirements. Google ensures that the
Google products covered under the BAA meet the requirements under HIPAA and align
with our ISO/IEC 27001, 27017, and 27018 certifications and SOC 2 report.)
To learn more about the BAA and how you can use Google Cloud in a HIPAA-aligned
manner, please refer to the Google Cloud HIPAA Overview Guide, here.
For more information on HIPAA Compliance, please read here.
For the Google Cloud HIPAA Platform Overview, please read here.
HITRUST CSF: Developed by the not-for-profit HITRUST, this framework contains a set of
prescriptive security controls that relate to the organizational processes and technical
controls for processing, storing, and transmitting sensitive data. Google Cloud is certified
under HITRUST CSF.
For more information on HITRUST CSF, please read here.
UK NHS: The United Kingdom’s National Health Service Department of Health (NHS DH)
developed the Information Governance Toolkit (IG Toolkit) to provide best practices and
guidelines around data governance for organizations that have access to, process, and
store NHS healthcare data.
For more information, Google published a Google Cloud whitepaper that discusses the
compliance landscape for UK health data and, for organizations accessing patient data in
England, an overview of NHS and the IG Toolkit. Please read here.
FedRAMP: While not specific to the healthcare industry, FedRAMP requirements provide
a comprehensive control check around information security. Google Cloud has recently
achieved both FedRAMP Moderate and FedRAMP High ATO for a number of our
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products. Google’s FedRAMP status is posted on the government’s website. Please view
here.
For a complete listing of Google’s compliance offerings, please read here.
If you have any further questions concerning CLEARED4 and/or its Google partnership,
please reach us at support@cleared4.org.

7. Third-Party Analyst Report; Forrester
For a third part analysis of Google’s Cloud Platform please read the following; Forrester
Research names Google Cloud a Leader in The Forrester Wave™ : Data Security Portfolio
Vendors, Q2 2019 report.
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